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Fortinet NSE 4 - FGT 7.2 Exam Overview:

Exam Name Fortinet NSE 4 - FortiOS 7.2

Exam Number NSE 4 - FGT 7.2 NSE 4 - FortiOS 7.2
Exam Price $200 USD

Duration 105 minutes

Number of Questions |60

Passing Score Pass / Fail

FortiGate Security 7.2

Recommended Training

FortiGate Infrastructure 7.2

Exam Registration PEARSON VUE

Sample Questions Fortinet NSE 4 - FGT 7.2 Sample Questions

Fortinet NSE 4 - FGT 7.2 Exam Topics:

Section

Objectives

Deployment and System
Configuration

- Perform initial configuration

- Implement the Fortinet Security Fabric

- Configure log settings and diagnose problems using the logs
- Configure VDOMs to split a FortiGate into multiple virtual
devices

- Configure different operation modes for an FGCP HA cluster
- Diagnose resource and connectivity problems

Firewall and authentication

- Configure firewall policies

- Configure firewall policy NAT and central NAT

- Configure different methods of firewall authentication
- Explain how to deploy and configure FSSO

Content inspection

- Inspect encrypted traffic using certificates

- Identify FortiGate inspection modes and configure web
filtering

- Configure application control to monitor and control network
applications

- Configure antivirus scanning modes to neutralize malware
threats

- Configure IPS to protect network from threats and
vulnerabilities

Routing

- Configure and route packets using static and policy-based
routes



https://training.fortinet.com/local/staticpage/view.php?page=library_fortigate-security
https://training.fortinet.com/local/staticpage/view.php?page=library_fortigate-infrastructure
https://home.pearsonvue.com/fortinet
https://www.nwexam.com/fortinet/fortinet-nse-4-fgt-7-2-certification-exam-sample-questions-and-answers

Section

Objectives

VPN

- Configure and implement different SSL VPN modes to provide
secure access to your private network

- Implement a meshed or partially redundant IPsec VPN

- Configure ZTNA to provide role-based application access




